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3. Protocol Overview

The agent protocol is a packetised request-response protocol,
solely driven by the client. It consists of a number of requests
sent from the client to the server and a set of reply messages
that are sent in response. At no time does the server send
messages except in response to a client request. Replies are
sent in order.

All values in the agent protocol are encoded using the SSH wire
representations specified by [RFC4251]. Messages consist of a
length, type and contents.

uint32 message length
byte message type
byte[message length - 1] message contents




AGENT sz

- Windows OpenSSH {5/ Named Pipe #{T1E(E
- Putty 55FF WM_COPYDATA BB RHIHZEANFHITERE
- Cygwin {53 TCP & TIE(S

- WSL 73R OpenSSH {&ERtRA Unix iEzF
- WSL1 Fa]LAS Windows MIEIZMNERFER(E, B WSL2 BIRT XIS

- GPG4Win 2t ssh agent GFfHE=;
- libassuan SLIIRYERF, {BE broken RAY
- Putty A0, BREIE

- BRBEARTERR, B2 EAMERIYEREEEE



P&l

| - BRT Putty L5, Bt AR EFRBIRTEE
%EBH‘W‘E%TJEE)% T R R MR

Al:, A -N-ﬂ- \% 1—;—
Z 1IES1815
SSH Agent Clients: Talk with real agent
S Meszage

Message Dispatcher
(Queue)

SSH Agent
ssage

SSH Agent Protocol
NamedPipe
Connection Manager W

Unix Socket

Cygwin Socket

Any Protocol Provides HANDLE

Listeners: accept requests




SRS . A4S

- i7& : \\.\pipe\openssh-ssh-agent
- =AM RN LU TE agent MY AYIE(S
R

- 23

- £ Windows OpenSSH HISCEiAH, Impersonate 2SR AR L S3SiEEG RS
FHERVFATRE



SN : CYGWIN SOCKET

- B BiTiEE
AR EIMIBERIRER

- KRR (EREEE G+
- TCP \SIRfSisO
- JANIESEAAY nonce

[ C\msysB4\tmp\ssh-¥vIDI1T3C31g\agent.1510 - Notepad++
TR #EE) FEE) WEN &BEMN E=0 '\ &M 1ERO) =M ETR &Er s0Oomn ?
cHHEERLE s Doy 2 |EEST1 ERENG®|( @D

B azent. 15103
1 I!<socket >54541 s AGEO73B6-8ES5C48ED-0387T7TAAS-4AL1DE4AGHIVN




SIS . UNIX DOMAIN SOCKET

- (VB BiTiExE

- =AM RN LU TE agent MY AYIE(S
- ERF L2 A—NUE

- {X WSL1 5]



BITEEMIA, JIFRS

- A STBEENIEE?
- %
- BRI Cygwin Socket BRI, EENENHRABSIRE E(E B TIEEFIRIE
- REKEIBEENAY IP ik
- Hyper-V Socket
- BEG MR
- F|EERE| WSL2 EHIFEY VmId
- WSL 281MNAEFREN, REFrIaEENEES D WSL B

- FEE—AMEITE WSL FpY4#EE) daemon




SN : HYPERV SOCKET

- VB BiTiEE
- =AM RN LU TE agent MY AYIE(S

- S Vmld
- hesdiag.exe list BHEERPEAEEMUIAT VmId
- TR RV ERIEE
- ELUSEIANAYCIZ SHIBR
- wslhost.exe BT {THAIBEFFEREIAIEY VmId
- wslhost.exe BFXINEIEF
- AILUEIE WM SE{EEIse Y



J—ﬁ*/\

S o

=L
- O LRt PR AYRIE
- B LR BRIZ 510
- BELE WSL FrRyEfiBAFEE) (20 nobody )

- S
- Windows ACL
- IRENHEEAFPEEAESIR
- IRE TR ERINC
- LXSS POSIX R
+ LA NTFS Extended Attributes Fex{72&
- Unix EEFR96I/MER



Fle Edit View Git Project Builld Debug Test Analyze Tools Extensions Window Driver ReSharper Help Search (Ctrl+Q) pe ssh-agent-bridge @ — et

2o |l B [&]  xf4-Debug —

o
|
[}
&)
L
oF
L
&

|& Live Share &

[2021-08-21 18:42:20] [34552] [Debus] ..
Solutioninfo.

[2021-08-21 18:42:29] [34552] [Debug] ..

[2021-08-21 18:42:20] [34552] [Debus] ..
cearch <09, gid = 197609

Cvsrethprotocolteyvewinlistener. cpp:132: write nonce succeed. reading process [

Chvsrciprotocolconnection manager‘\proxy. cppi225: current state: Handshake
vsrchprotocolheyewinilistener. cpp:149: cyewin client: pid = 1242, uid = 197§

EN  apache553@Valgulious: /mnt/c,

$ echo $SSH_AUTH_SOCK

[2021-08-21 18:42:29] [34552] [Debug] .. hverciprotocoleyewin'listener. cpp:150: writing server info : B
4 [= ([2021-08-21 18:42:29] [24552] [Debuz] .. hsrciprotocolconnection manageriproxy. cpp:225: current state: Handshake /home/apache553/. SSh/agent‘ socket B I
4 [[2021-08-21 18:42:29] [34552] [Debug] .. Chvsretprotocoltcygwintlistener. cpp:167: authentication finished! $ ssh-add -1
4[2021-08-21 18:42:29] [24552] [Debug] .. - \src\protocollcormection manager\proxy. cpp:225: current state: ReadHeader 256 SHA256: 1L151a1woFMlymwuuaﬁ!\SuAh/SYLmHuxBG?mYDJrNHYHI“I lolita (ED25519)
[2021-08-21 18:42:29][34552] [Debug] .. CAsrciprotocolconnection_manager‘\proxy. cpp:225: current state: FeadBody . $

[2021-08-21 18:42:29] [34552] [Debuge] ..

vsretprotocolcormection manager\proxy. cppiall: recv message: length=1l, type

=0x 0k 3
[2021-08-21 18:42:29][36634] [Debue] .. hesrciprotocolipageanticlient. cpp:23: start processing message

[2021-08-21 18:42:29][36634] [Debug] .. Vhvsretprotocolipageanticlient. cpp:105: send message: length=1, type=0xzOb

[2021-08-21 18:42:29] [36684] [Debug] .. Chvsrciprotocolpageantclient. cpp:110: send message successfully, reading rep 0

1v.

[2021-08-21 18:42:29] [36684] [Debug] ..
[2021-08-21 18:42:29] [36684] [Debug] ..
[2021-08-21 18:42:29] [36684] [Debug] ..
e=0x0c

vsretprotocol\pageanticlient. cppil16: recvy message: length=70, type=0xz0c ¥ apache553@Valgulious: /mnt/c
Chvsrcprotocolconnection manager‘\proxy. cppi225: current state: WaltReply
Chsrohprotocolcormection manazer‘\proxy. cop:ald: send message: length=70, typ : % echo $SSH_AUTH_SOCK

[2021-08-21 18:42:29] [34552] [Debug] .. Chvsrcprotocol’connection manager‘\proxy. cppi225: current state: WriteReply /mnt/(‘/users/ﬁ'paCh/SSh agent- brldgefSSh$age:t chﬁit 0
[2021-08-21 18:42:29][34552] [Debug] .. Chvsrciprotocolconnection_manager‘\proxy. cpp:225: current state: Ready =R

[2021-08-21 18:42:29][34552] [Debug] .. hvsreiprotocolbconnection_manager\proxy. cppi225: current state: ReadHeader 256 SHA256: 1Llsla1woFMlymwuuaASLlAh/SYLmHuxBG?mYDJrNHYuM lolita (ED25519)

[2021-08-21 18:42:29] [34552] [Debug] .. Chvsrcprotocolconnection manager‘\proxy. cppiBl: terminating connection: 00000 z $

00000000394

[2021-08-21 18:42:29][34552] [Debugl .. hvsretprotocol bconnection manager\proxy. cpp:bl: closed handle 000000000000039

T O T e ew Tew TEe Teeees e T
T O T e ew Tew TEe Teeees e T

4

[2021-08-21 18:42:30][34552] [Debugl .. Chsrciprotocolconnection _manager. cpp:l8: destruct io context:000002FZBB29903
0
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"protocol/unix/Llistener.cpp"

P @[ listenerh Pageant Key List ! ~ . PS C:\Users\Apach> ssh-add.exe
256 SHA256:idslaIwofMiymwudaA8uAh/SYImHuxBGTmYDJIrNHYUM lolita (ED25519)
PS C:\Users\Apach=>

b WM pageant ocket_emulation/client.cpp"

4 [= unix sshed25519 olita ocket_emulation/connector.cpp"
b & *+ listener.cpp ocket_emulation/Llistener.cpp"

b & [H listener.h

i [A client_base.h

i T+ connection_manage|

Qutput
Show o ~/ .ENUPE

zzh—a S Ssh-add -1

‘' z=hal256 SHAZSE:i451lalwofMiymwudaAB4Ah/SYLMHUXBGTmMYDIrNHY4M lolita (ED25518)

& [H listener_base.h

P
4
b & [} connection manage]
4
b & [ protocol_ssh_helpe;

b & ++ application.cpp :55}‘_35

F & [B application.h :::::5 =/ -Bnupg
b & B CMakeLists.bxt *oeheal

b &+ cmdline_option.cpp " ssh—a

b &[N cmdline_option.h :551‘_35

P & *++ ini_parse.cpp ey Remaove Key : :::::

b & [ ini_parse.h " ssh—a

b &+ log.cpp :ssh—a;

b &R logh ., sshsy —
b &+ lxperm.cpp . ::::

b &R lxpermh
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